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PublisherOs Note NSF EDITORIAL BOARD
The "Special Relationship" is often used to describe T Richard E. Friedman
close political, diplomatic, cultural, and historice Publisher
relationship between the U.S. and the UK. However, t
term is also apt to describe the "Other Special Relationst John Allen Williams
between the U.S. and Canada. Editor
The U.S.-Canadian relationship is commonly unde Eric S. Morse
appreciated, but the political, economic, military, ar Managing Editor
cultural ties between these North American neighbors
more important than citizens of these two lands reali Marilyn Diamond
Every day, for example, bilateral, cross-border trade amot Frank Schell
to over $1.6 billion dollars. In fact, Canada is by far tl Endy Zemenides

U.S.'s largest trading partner, followed by China a
Mexico. In addition to the high volume of trade, mar 53 West Jackson Blvd.

neighboring citizens easily cross the border, as the 1 Suite 1202
nations are nearly seamlessly integrated along the 5,500 Chicago, IL 60604
border. Pull into a gas station across the border, or dep 312-657-1286

from an "international” Right to/from Canada to the U.S
and the political, cultural, and common values experienc
will hardly give one pause for a second take. Yet despite
having so much in common, challenges to this relationship
do exist.

The economic downturn in 2009 has sparked renewed discussion about the costs and benebts of
NAFTA. U.S. critics will claim that the 2009 Stimulus Act, which emphasized patriotic "Buy
American” mantras, is necessary to revive a struggling U.S. economy. Across the border,
Canadian critics claim that these patriotic urges are renewing the rise of protectionism that will
result in increased barriers to free trade and prosperity. These trends may be cause for concern,
or they may be overblown. Trade disputes are bound to occur between neighboring economies,
but the U.S. and Canadian economies are closely interrelated, each one thriving off of the other.

The theme of this publication is a long overdue appreciation of Canada's culture, international
contributions, political stability, and enduring contributions to U.S. national security and
economy. The article titled "When the Best Intentions Fail: Identity and Cultural Barriers to
Inter-Organizational Cooperation” transcends the undebned two-way cultural barriers that exist
between Canada and the U.S. It is a guide to thinking clearly about our personal and
organizational relationships B how individuals classify others on the basis of similarity to
oneself. This analysis is useful in the international arena B how the U.S. and Canada make
policy judgments that are frequently clouded by identity and organizational cultures.

"Canada's Evolving National Security Strategy" provides a perspective on Canada's shifting
national security strategy from a physical, technological, and intellectual perspective. The article
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analyzes the concepts of strategy, doctrine, and tactics which are frequently misunderstood and
become barriers to communication.

The article titled "Securing Human Mobility at the U.S.-Canada Border" perceives U.S.
homeland security as a joint "civil security" alliance of Canada and the U.S. It focuses on the
unique Canada-U.S. physical proximity and cultural relationship that is designed to prevent
catastrophic harm to the people on both sides of the border.

Canada and the U.S. have established a long-standing, very important strategic relationship
among the U.S. North American Aerospace Command (NORAD), U.S. Northern Command

(USNORTHCOM), and Canada Command (Canada COM), referred to as the "Tri-Command."

This organization meets regularly to ensure a coordinated and collegial approach to common
security challenges. The summary of the Tri-Command mission and its future projects are
summarized in the article titled "Tri-Command Study Report."

Conf3ict and conBict resolution is the essence of national security strategy. Even among friends
and allies (and family), confict, great and small, is usually present. Strategy is based on
planning and positioning for future opportunities, anticipated confict, and the probability of
failure and its consequences.

An example of conf3ict among friends is the article in this publication that argues the Northwest
Passage is a strait available for free and innocent passage and international navigation through
Canada's internal waters. This is an explosive Canadian domestic political issue based on
culture, tradition, and notions of sovereignty. Consider the U.S. reaction to a contention that the
Mississippi River is an international waterway. An over-arching Canadian Arctic strategy
addresses the strategic interest of the eight Arctic states, including the U.S., and issues pertaining
to oil and gas exploration and drilling, water resources, and environmental and native population
concerns.

Following the thematic Canadian section, we present two Pnal articles. The article titled
"Affordability of National Security" is a novel approach to how national security policy is made.
Finite resources restrains and guides major national policy issue decisions such as war and the
mission of the intelligence community.

Finally, a book review of "Skating On Stilts" is a post-assignment analysis of Stewart Baker's

service as U.S. Department of Homeland Security Assistant Secretary for Policy. He provides
insights regarding homeland security issues and threats, and compelling analysis of a two-front
war: one with al Qaeda, and a second war with fellow U.S. national security agencies, the
privacy lobby, and the European Commission.
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Section 1: Canada

When the Best Intentions Fail: Identity and Cultural Barriers to
Inter-Organizational Cooperation

By Sarah A. Hill, PhD
Royal Military College of Canada

Dr. Sarah Hill is an Associate Professor in the Military Psychology and Leadership Department
at the Royal Military College of Canada. She is a graduate of Queen's University and worked as
an Operational Defence Scientist for Defence Research and Development Canada prior to taking
up her current position. Dr. Hill's research interests include trust, identity development, and
organizational culture.

With increasing frequency, the military, like other national institutions, struggles to cooperate
with other organizations/institutions in order to solve problems and perform effectively in a
complex and complicated world. With the best of intentions, these cooperative ventures
sometimes fail, or are experienced as more difbcult than anticipated. If we consider the social
behaviors of individuals and of groups, perhaps we would not be so surprised when things
sometimes go awry.

Social Identity Theory

Social identity theory (Tajfel & Turner, 1979) and later elaborations (e.g. Hogg & Abrams, 1988)
suggest that identity spans a continuum between personal and social identity. Personal identity
refers to depnitions of OselfO in terms of individualistic characteristics (e.g., OOl am good at
playing rugbyO) Social identity, on the other hand, derives from category memberships (e.g., OOI
am Canadian®0 or OOl am an infantry ofbcerOO) Group and category memberships are importar
because they also contribute to debning a personOs identity (Abrams & Hogg, 1990): The more
that a person identibes with a group, the more he/she applies the attributes and characteristics of
the group to the self. Furthermore, personal identibcation with the group leads to outcomes for
the group being experienced as outcomes for the self (Turner et al., 1987). When social identity
is made salient, group-evaluation and self-evaluation become indistinguishable (Abrams &
Hogg, 2001; Gardener, Gabriel & Hochschild, 2002). Thus, since organizational membership is

a salient and consequential basis for self-categorization, it can form an important part of a
personOs social identity. In the case of the military, it is anticipated that Oorganizational identity®
is a multi-faceted construct, though it is likely that Omilitary memberQ is central to every
dimension. Thus, one might hold a social identity as an Army ofpcer and as an Infanteer
simultaneously, but each identity may be more or less salient in different contexts without
lessening the centrality of Omilitary member® within each.
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Social identity is critical when we try to understand how individuals come together to form
groups. One basis for the necessary attraction between individuals (to promote group formation)
is identity similarity B people are drawn to others who share important aspects of their own
identity (Barnett & Coulson, 2010). For example, personal characteristics such as personality,
preferences for particular kinds of activities, and other idiosyncratic factors often form the basis
for two or more individuals to come together when the opportunity arises. Continued experience
with the group provides the context in which individuals can commingle individual attributes
with group attributes, permitting the overlap between self- and group-evaluation noted above.
Some authors have noted the success of Omere exposureO as a means of enhancing cooperation
between the militaries of distinct nations (Moelker, Soeters & Vom Hagen, 2007), consistent with
this notion. An intriguing theory put forward by Andersen and Chen (2010) proposes an
individual-level mechanism, transference, that describes the cognitive activation of
representations of the self (oneOs identity) in relation to others that can result in repetitions of
patterns of behavior, perhaps strengthening the resulting identity, and reinforcing the boundary
between groups that form initially based on social identity. From social groups (e.g. OcliquesO)
to occupational groups, individuals incorporate aspects of group identity into their own identity,
and this is carried over into interactions with individuals and groups who belong to other identity
groups (Brewer, 2003).

One consequence of this process of social identity formation is the tendency for individuals to
classify others (individuals and groups) on the basis of their similarity to oneself. In-groups
(those who share a particular group identibPcation) and out-groups (those who do not ObelongQ)
emerge in social contexts, and, when circumstances permit, can result in political and power
dynamics that may solidify the divide between the in- and out-group(s) (Hill, 2007). The full
implications of this division are beyond the scope of the current discussion, but evidence
suggests that cognitive biases favouring the in-group appear to promote harmony and loyalty
within the in-group (Brewer, 2003), while at the same time creating a context where
disagreement with others (the out-group) and conf3ict can be perpetuated because actions are
interpreted differently as a function of the actors involved (e.g. the in-groupOs actions are
perceived as appropriate responses to situational contingencies, whereas the out-groupOs actions
are perceived as indicative of attitudes or personality characteristics, which are inconsistent with
the identity of the in-group). These effects seem to be strengthened when social identity is
strengthened or made salient (Jehn & Bezrukova, 2010; Kampmeier & Simon, 2001).

Identity and Organizational Culture

Consider that a social group, up to and including a nation, is fundamentally an aggregation of
individuals. The collective is formed through the coming together of autonomous (at least in
theory) individuals, and thus succeeds or fails based on the character, actions and traits of those
individual persons (Williams, 2000). The cumulative effect of these individual efforts eventually
produces a culture (organizational, professional, national and so on).

Identity and culture are, in some respects, quite similar to one another. Identity is typically
treated as a more personal, experiential construct, and culture as a more publicly accessible and
interpretable construct, however. At the very least, there is notional overlap between identity and
culture, and they serve similar functional purposes B debning and guiding behavior and
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interpretation of the world by means of an established framework of assumptions, interpretations,
and understandings. The focus is simply at a different level. This should be clear when
considering groups D collections of individuals who share a particular QidentityO (as group
members) that is closely tied to the groupOs OcultureO (norms, assumptions, beliefs about what is
Oright and true0).

The political and historical literatures also provide examples linking identity and culture (e.g. Di
Donato & Mahon, 2009; Meyer, 2007; Vander biesen, 2009), suggesting both that identity and
culture are real facets of human social behavior (i.e., not a OcreationO of current social science
scholars) and that the concepts have a rich meaning when considered through an interdisciplinary
lens. Furthermore, although there is some disparity in the literature about the precise nature of
the relationship between culture and work or organizational performance (e.g., Scott et al., 2003),
there does not seem to be a rejection of the relationship per se. Future research incorporating the
identity construct may provide a clue to unraveling some of the bndings in this area.

Social identity theory hypothesizes that one of the results of identity formation is the emergence
of distinct social groups comprised of individuals who share similar identities in some respect
(Oin-groupsO). For example, a person may identify gender, political afpliation, and professional
category as critical component of their personal identity. Not all of these aspects are likely to be
salient at any one time, though each contributes importantly to the personOs sense of who they
are. Individuals who do not share these identity components (e. g. persons in a different gender
category) constitute the Oout-group.O Culture, to the extent that it represents the interpersonal
environment, may be one of the triggers that renders particular aspects of identity salient.
Organizational culture, for example, may render oneOs professional identity highly salient,
potentially impacting reactions to perceived work-related threats (e.g. competition for resources,
prestige, and organizational power). This function of social identity salience has been
documented in the literature (Fischer, Haslam & Smith, 2010).

Although not extensive, there exists some literature describing the culture of the Canadian Forces
(e.g., English, 2004; English et al, 2005). This body of literature presents military culture as
heavily inBuenced by subcultures (e.g., the Army, Navy, and Air Force cultures), reliant on
tradition, tactically and operationally innovative but strategically lacking, and resistant to change.
Systematic examinations of Canadian military culture have not appeared in the |keeatidre
common conceptualizations of that culture are therefore heavily inBuenced by anecdotal and
idiosyncratic information and portrayals. The comparable literature describing the culture of the
Department of National Defence (DND) is also extremely limited (e. g., Bland, 1997; English,
2004, Graham, 2002) and generally characterizes the civilian corporate culture as bureaucratic,
inBexible, disinterested (or at least uninformed) in defense issues, consensus-dependent, and
reactive. The Canadian case is not the only one where thorough, detailed examinations of
organizational culture(s) and group identities are lacking, although some discussion about the
cultures of other national militaries (e.g., Di Cosmo, 2009; Janoski, 2009; Quinn, 2010) has
appeared in the recent past, and more such work is no doubt forthcoming. There exist,
nonetheless, important gaps in the existing literature.

1 Some systematic examination of subcultures has appeared, however (e.g., see DGLCD, 2005).
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Identity-Related Impacts on Organizational Culture

Social identity theory and group theories generate hypotheses that could be examined by means
of empirical evaluations of recent events pertinent to the dynamics of interest. Canadian Forces
(CF) Transformation (an organization-wide change effort that resulted in restructuring and
refocusing effort in multiple domains), for example, was in part an effort to shift the culture of
the Canadian military away from supporting a service (Army, Navy, Air Force) centric identity
and towards supporting a CF identity (pan-service) that is more welcoming of civilian
participation. Examination of the experiences of individuals who experienced CF transformation
is instructive for the current discussion.

A gqualitative study of National Defence Headquarters (NDHQ) corporate culture, undertaken to
Pll one of the gaps in the literature, yielded a pattern of results consistent with the logic of social
identity theory (see Hill, 2007 for a complete description of the study). Specibcally, 48 senior
decision makers (78% male) representing the top three layers of the organizational bureaucracy
participated in a qualitative study designed to describe the organizational culture of National
Defence Headquarters in Canada. This organization was of particular interest because it
represents a OblendedO culture (military and civilian) that was created by the Canadian
government, in part, to reduce the friction expected if the military and civilian decision makers
were permitted to function autonomously (Granatstein, 1997). A similar unibcation of the three
armed services (Army, Navy, Air Force) had been undertaken, in part for similar reasons, several
years prior to the creation of the blended (military-civilian) headquarters arrangement. All
participants in the study individually participated in a 60-90 minute interview, and reviewed a
summary narrative based on their responses prepared immediately after the fact. The reviewed
narratives provided the content for a thematic analysis (Braun & Clarke, 2006) focused on
describing the organizational culture as experienced by the most senior members of the
organization (Department of National Defence and the Canadian Forces).

The model of organizational culture that emerged from the data in this case clearly demonstrated
the centrality of OidentityO in the overall understanding of the organizational culture as
experienced by individuals working within it. Two primary identity groups were evident in the
study B military personnel (primarily senior ofPcers and a small number of senior enlisted
personnel) and civilian personnel (senior public servants). Interestingly, gender differences were
not observed within (or across) either of these groups, although gender is arguably one of the
primary components of individual identity (Sandstrom, Martin & Fine, 2010). This suggests that
professional identity was most salient for interview respondents. Combined with other facets,
identity was spontaneously mentioned as one of the central aspects of the organizational culture,
and was manifested in multiple ways.

Identity as Oidentibcation with the organization® was particularly important for military
respondents in this study. The immersive quality of military life (i.e., one is always a military
member, frequently in uniform, surrounded by others who look and behave very similarly to
oneself) probably explains the salience of the military identity, both individually and collectively.
The prevailing culture at NDHQ is heavily colored by the military identity, and in many, perhaps
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even the majority, of organizational contexts, military personnel could be described as the Oin-
groupO at the highest levels of the organizational bureaucracy, at least at the time of the study.

A sample of the main bndings reveals patterns that would be anticipated by social identity theory
when two identity groups attempt to cooperate in a professional capacity. Remembering that
identity provides a framework for understanding and interpreting everyday reality, it should not
be surprising that communication, trust, and decision making were spontaneously raised in this
study as areas where friction between military and civilian personnel can occur, and can be
attributed, at least in part, to differences in social identity.

Impact on communicatioB Study participants identiPed the predominance of codibed language

in both written and verbal communications in the organizational culture. Within identity groups,
particular habits of communication (e.g. references that carry particular meaning to the group,
use of acronyms as short-hand communication tools) can make it difbcult for out-group members
to understand and decode important information. Shared experiences (e.g. military training),
world views (military members are explicitly and implicitly taught to think about the world in
specibc ways) and communication styles (e.g., command versus consensus) both establish and
maintain a boundary around strong identity groups. Consistent with social identity theory, out-
group members (primarily civilians) found communication across identity groups much more
challenging than did in-group members.

Impact on trustb Failure to respond according to expectations can undermine trust (Adams,
Bryant & Webb, 2001; Hill, 2005), but shared assumptions were not always present across
identity groups (i.e., expectations were not always articulated, nor met). Assumptions about
what to expect from individuals are often implicit, and individuals in different identity groups
were sometimes surprised to bnd that their own assumptions (e.g., about the best way to
approach a problem, an optimal solution, or the resources required to achieve a goal) were not
the same as those of individuals in other identity groups. In particular, recognition of
achievements and expertise was experienced as lacking between identity groups. Furthermore,
in-group members were less willing to accept that out-group members would be able or willing
to understand the in-group perspective on some issues, viewing out-group members in an
adversarial fashion when issues of competition for resources or organizational priorities were
discussed, as would be expected under social identity theory. Trust was also manifest in the (un)
willingness to share information across identity groups within the organizational culture,
although this varied substantially as a function of the particular piece of information and the
context in which it existed.

Impact on decision making Stylistic differences in decision-making across identity groups were
consistent with cultural gaps between the military and civilians (i.e., military command vs.
civilian consensus). As might be expected, this was articulated as problematic more frequently
by civilians, and as a frustration more frequently by the military. Friction was reported by some
respondents when stylistic expectations were not met (e.g., when some out-group individuals did
not feel they had been sufbciently consulted prior to the implementation of some organizational
decisions). Interestingly, when in-group members reported similar experiences, they sometimes
also expressed a sense of betrayal that was absent in out-group responses. Arguably, some in-
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group members expected that they would play more important roles in the context of large-scale
organizational change, and their sense of exclusion would have been heightened as a result.

Concluding Thoughts

The literature provides some imuing glimpses of the benebts to be accrued from such things

as ongoing exposure and common training (Hill, 2007; Moelker, Soeters & Vom Hagen, 2007;
Lichacz, 2009) in the context of military activity. Social identity theory would suggest that both
types of activities are likely to support the development of a OsuperordinateO identity (or at least
more nuanced understangirof multiple actorsO cultures and identiities contexts where
cooperation is required. On the other hand, friction attributed to culture (and notionally, to
identity) differences have also been reported (Hill, 2007; Soeters & Manigart, 2009),
highlighting the impact of neglecting to consider such inffuences. The relative lack of empirical
work in this area also ggests that extensive gaps in current knowledge hinder attempts to
understand how identity, culture, and cooperation are linked.

No more than we can perceive the lens of our eye as we observe the world, can we be fully
conscious of all the impacts of our identities on our interpretation of reality. As illustrated above,
however, there is a tantalizing suggestion that identity may be one of the keys to better
understanding interactions between disparate (organizational) cultural groups, including the
military, national government, and other organizations. Communication and trust, both reliant
upon mutual understanding and shared assumptions, can be jeopardized when groups cling to
their individual identities, despite best intentions to cooperate. Primarily with respect to the
OunspokenO aspects of identity and culture (expectations and assumptions in particular), some
friction should be expected when disparate identity groups attempt to cooperate. Performance is
in part dependent upon the goals of the actors, and shared goals can be rendered more difpcult to
achieve if the actors do not recognize the perils of overly strong group identity in some contexts.

The preceding discussion should not suggest that identity groups are the only inBuence on
performance in the workplace, however, nor that membership in a strong identity group like the
military is somehow a handicap to cooperative behavior. Rather, there are potential pitfalls that
can be either avoided or mitigated by awareness of the constraints that identity can impose on
thinking, relating, and acting in particular social contexts. For example, the salience of social
identities can have an impact on reactions to perceived threat (Fischer, Haslam & Smith, 2010),
and the interpretation of stressful events (Levine & Reicher, 1996). A common piece of advice
for facilitating cooperation between groups is the development of superordinate goals to focus
the activity of two or more groups. Perhaps in addition to superordinate goals, individuals and
groups must also debne themselves in such a way that their identities are not (unintentionally,
perhaps) inimical to achieving cooperative goals. Thus, the advice might be reframed to suggest
the development of a superordinate identity within working groups to release some of the
constraints of strong (individualized) organizational identibcation on group performance.
Evaluation of ongoing inter-organizational, multinational operations and exercises (e. g., Renuart
Jr., 2010; Lichacz, 2009) could provide opportunities to evaluate the validity of this proposition,
and to further evaluate the notions suggested by social identity theory.
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Strong organizational cultures sometimes promote enhanced performance (Rondeau & Wagar,
1998), but the literature suggests that the relationship is not yet well-understood, and there
remains the strong likelihood that additional factors must also be present in order for the
observed performance improvements to manifest. ldentity may be one such additional factor,
particularly in the circumstance where multiple identity groups are working together on a
cooperative task.
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CanadaOs Evolving National Security Strategy

A Perspective on a Shifting Border: Physical, Technological, and Intellectual
By Harvey Rishikof

Harvey Rishikof is Professor of National Security Law, Department of National Security
Strategy, National War CollegeHe is the Chair of the American Bar Association Standing
Committee on Law and National Security. The views expressed in this article are those of the
authors and do not ref3ect the ofbcial policy or position of the National Defense University, the
National War College, the Department of Defense, or the U.S. Government.

Recently, | had the honor to be at the Canadian Forces College in Toronto and participate in the
12h Annual two-week National Security Studies Programme (NSSP). The NSSP, set at the
strategic level, specibcally includes the study of high-level command and institutional
leadership, national policy formulation, military strategy development and defense resource
management, and includes U.S. military, U.S. experts, and representatives from the Canadian
private sector.

Canada has been at the forefront of a number of international and state based concepts B Othe
duty to protectO and the Owhole of governmentO approach to policy. The duty to protect has
engendered much discussion as the world community grapples with the principles of when to
violate state sovereignty in thes2gentury, for example, when minority and ethnic groups are
targeted with genocide. The Owhole of governmentO or Ounity of effortO approach has captured
the imagination of U.S. policy makers as they grapple with the challenges of Iraqg and
Afghanistan and the harnessing of the national security enterprise B challenges that the Canadian
government itself has experienced while being a loyal and constant ally to the U.S. Per CanadaOs
agreement, however, it will be ending its mission in Afghanistan in 2011.

My section of 14 outstanding Ostudents,O or OsyndicaBeDadianesewas composed of

senior Canadian civilian and military ofpcials, including one U.S. ofc&ut this next
generation of future leaders approached the issue of national security with a unique sense of the
interconnection of the individual, the state, and the international system, blending tactics,
operations and grand strategy.

The U.S. Department of Defense (DoD) describes this relationship between doctrine, strategy,
and tactics: "The levels of war are doctrinal perspectives that clarify the links between strategic
objectives and tactical actions. Although there are no Pnite limits or boundaries between them,
the three levels are strategic, operational, and tactical." That is, doctrine is applied at both the
strategic level and at the tactical level. Doctrine is an abstract, general (and practical) statement.

1The syndicate: LCol Douglas Boot, Cdr King Wan, LCol Robert Bell, LCol Andrew Downes, Cdr Lorne Carruth,
Ms. Susan Nutbrown (HR-CIV), Ms Loretta Colton (DOJ), Mr. George Green (Treasury Bd.), Supt. Grant St-

Germaine, LTC John Michna, Mr. Cary Parsons (Bell Telephone), CWO Kent Grifbths, and Inspector Paul Bedard.
| would like to givespecial thanks to the syndicate and NSSP for allowing me to use the graphics and insights.
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Doctrine is applied via strategy and tactics at the "strategic level" and at the "tactical level." A
U.S. Marine Corps document on urban warfare suggests the distinction between doctrine and
tactics: the document "provides doctrinal guidance and detailed information on tactics,
techniques, and procedures to be employed in [Military Operations on Urbanized Terrain] within
the operating forces."

This approach outlined above is quite standard at War Colleges. At times, though, it is hard to
distinguish how countries pursue policies since strategy, tactics, and doctrine tend to be conf3ated
in the heat of strategic surprise and policy drift. As we have seen recently, the confusion of a
grand strategy with a tactical OsurgeO has at times in modern warfare created unfulblled and
elevated expectations for success. This notion of being able to neatly divide tactics, operations,
and strategy may be a relic of thehl#hd 20 centuries. Moreover, the concept of neat borders

and distinct realms of forceNair, land and seaNare also being challenged by space and cyber
realms of warfare.

In a recent pamphlet by thestitute for the Study of the Science of Society (OISSSOQ), it is
pointed out that théerms "strategy,” "tactics" and "doctrine" express three related but distinct
concepts. The distinctions are laid out as follows by the #SSS:

Strategydescribes a broad perspective on how resources are to be used to achieve some goal.

The Department of Defense debnition is: "The art and science of developing and using political,
economic, psychological, and military forces as necessary during peace and war, to afford the
maximum support to policies, in order to increase the probabilities and favorable consequences
of victory and to lessen the chances of defehttp{//www.dtic.mil/doctrine/jel/doddic}/

The Oxford English Dictionary (OED) provides this historical depbnition for the term: "The art of
a commander-in-chief; the art of projecting and directing the larger military movements and
operations of a campaign. Usually distinguished from tactics, which is the art of handling forces
in battle or in the immediate presence of the enemy."”

As the OED debPnition indicates, "strategy" is usually opposethttic's” wheretacticsare the
deployment of forces in some specibc instance of applying strategy.

The Department of Defense debnes tactics: "1. The employment of units in combat. 2. The
ordered arrangement and maneuver of units in relation to each other and/or to the enemy in order
to use their full potentialities."

The American Heritage™ Dictionary states: "la. The military science that deals with securing
objectives set by strategy, especially the technique of deploying and directing troops, ships, and
aircraft in effective maneuvers against an enemy.""

2 See "Doctrine" ISSS discussion paper, 200th.://www.scienceofsociety.org/discuss/doctrine.hirhere the
following section is drawn from.
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Doctrineis an overall statement of principles as to how forces are used at any stage.

The Department of Defense debPnes doctrine as: "Fundamental principles by which the military
forces or elements thereof guide their actions in support of national objectives. It is authoritative
but requires judgment in application."

How does this relate to and differ from strategy and tactics? Doctrine dedwoives force
operates, ohow an army bghts. Strategy describes the overall approach to achieving the goal.
Tactics describes the specibcs, e.g., when an army is in contact with the enemy.

Doctrine describes in both cases the principles as to how the bght will be waged. A modern
version of doctrine is the new and increasingly fashionable concept of Counterinsurgency or
COIN b a doctrine that stipulates particular rules of engagement, number of troops per 100,000
of population, and the privileging of noncombatants. The goal is to integrate tactics with
strategy so the troops can become strategic actors. This is reminiscent of the old Napoleon
chestnut that every corporal carries a Peld marshalOs baton in his rucksack.

Using CanadaOs previous national security strategy of April 2004 as a baSedinég an
Open Society:"Canada's National Security Poligsig. 1), the NSSP group formulated the
following approach to guide CanadaOs current national interests (Fig 2):
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FIG 2

RefRecting the effects of climate change, economic dislocation, technology, and terrorism, the
group recommended a greater emphasis on the Arctic, the intersection of WMD and terrorist
groups, and the recent threats of cyber. Signibcantly, all of these Oissues of emphasisO in Fig. 2
raise new questions for the modern state. The concept of sovereigntyNhow political, physical
and virtual ObordersO will be debned and defended in the modern eraNinvolves a particularly

hard set of questions highlighted by the emerging issues.

To look at one example, the changing Arctic environment and melting polar cap has unleashed a
scramble among the OArctic PowersO to assert sovereignty for what may prove to be valuable
natural resources and a new and real possibility of the once fdbiduvest PassageThe U.S.,

having not ratibPed the United Nations Convention on the Law of the Sea (UNCLOS), enters
these Arctic discussions at a bit of a disadvantage. Canada, a member of UNCLOS, meanwhile
is asserting its sovereignty in all forums and is waging an aggressive assertion of its rights and

privileges over the Arctic.

On a more pragmatic plane, the modern democratic state is being forced to redePne security and
the concept of ObordersO on a number of levels. In the stateOs quest to provide Osecurity,O it is
being asked to penetrate and re-scope the meaning of OprivacyO for the individual due to the

! www.nationalstrategy.com
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nature of the threats and developments (climate/cyber/economic). Ensuring the safe mobility of
people between Canada and the U.S. is becoming a major focus of both countries. It is jokingly
quipped that one of the greatest security challenges to Canada is a terrorist entering the U.S. from
Canada, and the potential U.S. response.

Finally, the syndicate focused much discussion on cyber. This new domain is a growing
challenge on a number of levels. All practitioners are struggling with the appropriate metaphor,

or analogy, for this OthingO P it is not only a domain but also a domain that is held in private
hands and can be used to OattackO or OspyO on allies and foes. This is very different than the
more traditional domains b land, air, sea, or even space. A Canadian think tank, the Monk School
of Global Affairs, in its studyGhostNeton behalf of the Dalai Lamaocumented a vast attack

by a foreign entity that penetrated and compromised over 1,000 computers in 103 countries,
including those belonging to embassies, foreign ministries, and other government ofbces, as well
as the Dalai LamaOs Tibetan exile centers in India, Brussels, London, and N&w York.

This formulation of the relationship of the personal, national, and international security harkens
back to the old formulations of international relations and Kenneth Waltz, but now underscored,
as noted by the syndicate, by technology, border control, the end of the Cold War, and the
deteriorating environment. These developments have put a new twist on grand strategy in the
21st century for Canada. The notion that tactics, operations, doctrine, and strategy can be neatly
separated, if that were ever true, is now under closer review and criticism due to technology and
border control. Canada, being the international player that it is, and as ref3ected by the approach
of the syndicate, is engaging the world on all levels of analysis B the personal, the societal/state,
and the international. As Canada grapples with its own OFirst PeopleOsO rights, the proper role of
the state vs. privacy, its role as a trusted ally with the U.S. in international enforcement
operations, and asserting its privileges under international conventions, it is slowly forging a new
strategy for modern engagement. Whether this will be a winning hand is still unclear, but
CanadaOs approach may hold some lessons for the U.S. and the world. Time will tell.

3 Seehttp://www.munkschool.utoronto.cahd John Markoffyast Spy System Loots Computers in 103 Countries
NYT March 28, 2009 at http://www.nytimes.com/2009/03/29/technology/29spy.htm|?_r=1

4 Kenneth WaltzMan, the State, and WaColumbia University Press. New York: 1959
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Tri-Command Study Report

By George Gaines

1 —
- - - -l

Canada Command
Commandement Canada

Introduction

This report summarizes the Pndings and recommendations of a study to investigate future roles,
missions, and relationships among North American Aerospace Defense Command (NORAD),
United States Northern Command (USNORTHCOM), and Canada Command (Canada COM),
referred to as the Tri-Command Studyt documents the rationale for and purpose of the study,
Pndings, major study products, and way ahead.

Background

The Canada-United States (CANUS) Basic Defense Docu(B&), signed by CanadaOs Chief

of the Defence Staff (CDS) and the US Chairman of the Joint Chiefs of Staff (CJCS), requires
the Commanders of NORAD, USNORTHCOM, and Canada COM to establish closer
relationships with each other and with supporting agencies to ensure a timely and coordinated
response to defense and security challenges to Canada and the United States. During one of their
meetings, the CDS and CJCS requested the Commanders of NORAD, USNORTHCOM, and
Canada Command to develop options for making their CommandsO relationships even better.

Commander NORAD and USNORTHCOM then formally proposed the study to the CDS, CJCS,
and Commander Canada COM, along with the recommendation to form a general/l3ag ofpbcer
Senior Steering Group (SSG) to provide oversight of the study effort. The Prst meeting of the
Tri-Command Study Working Group took place in November 2007. The studyOs intent was to
examine opportunities to accomplish the command missions in a more seamless fashion, and the
desiredend statewas to increase North American defense and security while enhancing the
valued relationship between Canada and the United States.

In December 2007, the SSG directed a phased approach to the study with the Prst phase focusing
on the operational level military-to-military relationships. Phase 2 proposed examining longer

1 A PDF copy of the ofpcial Tri-Command Report, also known aErtémework for Enhanced Military
Cooperation among North American Aerospace Defense Command, United States Northern Command, and Canada

Commangdlis available athttp://www.canadacom.forces.gc.ca/par-par/canus-caneu/frm-frm-eng.asp
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term issues and concepts beyond the CommandersO authorities and which might require the
agreement of and direction from the two governments. The SSG also directed the development
of a document that debPned tri-command operational procedures and concepts illustrative of

current operations and opportunities for improvement.

Findings

USNORTHCOM and Canada COM are national commands reporting to their respective
governments while NORAD is a bi-national command reporting to both governments. The
Commands have complementary missions and must work closely together to meet their
individual and collective responsibilities for the defense and security of North America.
NORAD has mission responsibilities in the aerospace and maritime domains while the national
commands have responsibilities in the air, land, and maritime domains, plus extensive
responsibilities to support civil authorities when directed. Unity of effort, situational awareness,
and coordination with a variety of mission partners are important to all commands. Because both
the U.S. and Canada desire to retain unilateral response options to air threats, there is an inherent
overlap of responsibilities, authorities, and capabilities between the national commands and
NORAD. This overlap requires careful coordination of efforts during planning and execution.

The study examined a number of potential operational issues, including information sharing,

intelligence issues, situational awareness, command relationships, planning, coordination with
mission partners, cross border operations, training and education, and information/cyber
operations. The study identiPed information sharing and command relationships as the two most
critical operational issues.

Sharing information is a critical enabler for effective operations between and among NORAD,
USNORTHCOM, and Canada COM. The ability to effectively share information results in
enhanced situational awareness and improved operational coordination. It also has the potential
to enhance planning and the ability to respond to crises.. Individually, the Commands share
information effectively with subordinate organizations and their respective domestic mission
partners. However, information Row between and among the Commands has been inhibited by
technical, policy, and legal challenges. The commands focused on several initiatives to mitigate
these impediments including the development of a tri-command information-sharing directive
that contains the basics of information sharing processes and procedures among the Commands.

The command relationships issue addresses potential seams between NORAD and the two
national commands for security operations. For example, a number of recent Canadian security
events, such as the 2010 Vancouver Olympic and Paralympic Games have had two supported
military commands B Canada Command and NORAD. These arrangements could have had the
potential for confusion about specibc responsibilities, particularly with non-military mission
partners without the ability for the three commands to rebne their relationship. The Commands
are continuing to clarify command and control issues to ensure that military support is provided
in the most effective and efbcient manner.

The study also identiped a number of other concepts, beyond the scope of this paper, to
contribute to the desired end state. These concepts dealing with cooperation, coordination, and
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organizational responsibilities have a signibcant national political-military component extending
beyond the Commands, and range the spectrum of bi-national and bilateral cooperation.
Although presented as discrete concepts, individual elements of each could be included in some
or all of the others. Each concept could also include a bi-national interagency component that
could be scalable to the particular concept. The concepts, which have yet to be examined in
depth, will be examined as part of a follow-on initiative aimed at further improving North
American Defence and Security.

Products

The Tri-Command Study developed several products which will help improve command
relationships.

Framework for Enhanced Military Cooperation among NORAD, USNORTHCOM, and Canada
COMNthe Framework describes how the three Commands operate and interact to achieve
mission goals. It describes fundamental relationships and delineates existing command
responsibilities concerning mutual support, interface, and cooperation. It supports the integration
and synchronization of activities and operations when and where appropriate. This document
will evolve as the roles, missions, and relationships of the Commands adjust to a dynamic and
uncertain security environment. While themmeworkdeals primarily with current operational

level military-to-military operations and issues, it also identibes future challenges and emerging
issues that may require resolution at a more strategic level. It identibes seams, gaps, and
overlaps; points out areas where ambiguity exists; and identiPes other areas where the
Commands may require additional claribcation.

Tri-Command Study Action PlBithe Action Plan served as a guide to implement the
CommandersO decisions and guidance concerning tri-command initiativeRlaiTheoke each

of the recommendations into individual action items for completion in the near, mid, and longer
term. Where resolution of the action items exceeds the CommandersO authority, preliminary
work will commence within the Commands and end as part of Phase 2 under a different
governance structure.

Tri-Command Communications Stratélilge communications strategy provides overarching
guidance to NORAD, USNORTHCOM, and Canada COM to collaborate, coordinate and
synchronize all communications regarding tri-command activities. The strategy helps inform a
wide audience on tri-command relationships and the ongoing work to strengthen the defense and
security of North America.

Tri Command Visionfthe Vision outlines the CommandersO views of future cooperation among
the Commands. It includes an overall vision statement and sets strategic goals which identify
where NORAD, USNORTHCOM, and Canada COM will work together to take advantage of the
opportunities ahead. Achieving the strategic goals will strengthen our armed forces' ability to act
in a timely and coordinated fashion, consistent with each nation's interests and sovereignty.

Tri-Command Strategyfiie Strategy will link the present to the future by describing how the
commands intend to achieve the strategic goals developed in the Vision.
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Way Ahead

The initial phase of the Study is complete: the CDS and CJCS have approved moving to Phase 2
and the Ofbce of the Secretary of Defense and Assistant Deputy Minister (Policy) will lead the
effort. While the Commands continue to close out items (within the CommandersO purview)
listed on the action plans, newly identibed initiatives will address whole of government topics
such as interagency relationships, cyber, and Arctic issues. The worldOs closest international
military alliance, supporting the strongest economic, political, and cultural alliance, continually
strives to improve each day.

Securing Human Mobility at the U.S.-Canada Border

By Susan Ginsburg

Susan Ginsburg is a consultant to U.S. government agencies and a nonresident fellow of the
Migration Policy Institute. She served on the brst DHS Quadrennial Homeland Security Review
Advisory Committee and on the Rice-Chertoff Secure Borders Open Doors Advisory Committee.
She is currently serving on the American Bar Association Standing Committee on Law and
National Security. As a senior counsel at the National Commissioner of Terrorist Attacks Upon
the United States (9-11 Commission), she was the team leader for its examination of how the
terrorists were able to enter the United States. She is the author of the recently published and
well-receivedSecuring Human Mobility in the Age of Risk: New Challenges for Travel, Borders,
and Migration which proposes a new paradigm for addressing security challenges relating to
the movement of people. She is also the auth@oahtering Terrorist Mobility: Shaping an
Operational Strategy published by the Migration Policy Institute in 2006, among other
publications.

A more strategic approach needs to be taken to the U.S.-Canada mobility security
relationship. It should be seen as one element of a civil security (homeland
security) alliance, parallel to the U.S.-Canada Basic Defense Agreement and
North American Aerospace Defense Command (NORAD). The purpose of a civil
security alliance is to preclude catastrophic harm to people on both sides of the
border. As an element of a civil security alliance, a strategic mobility security
partnership should be formalized that would incorporate such elements as: (1)
regular joint threat and risk assessments, (2) deeper mutual assistance, (3) a
transatlantic privacy and data-protection framework, (4) a one-stop border
preclearance system, (5) aligned admission standards, and (6) integrated
surveillance and security operations in the border zone.

Every day, approximately 300,000 people cross the U.S.-Canada border. Roughly 25 million
people (75 percent of Canadians) live within 100 miles of the U.S.-Canada border. Thirty
million people (95 percent of the Canadian population), live in a province that borders the United
States, and 72 million people living in the United States (24 percent of the US population) live in
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states that border Canada. More than 75 million border crossings take place across the U.S.-
Canada border each year at 86 US ports of entry.

There is no question that this movement of people is a conduit for risks to both sides. Smuggling
organizations move roughly 10,000 people into Canada annually. It has a signibPcant immigrant
population of almost 6.2 million, or 19.8 percent of the population, many from countries where
terrorism is rife. Counterterrorism raids in Toronto in 2006 led to the arrest of 18 members of a
terrorist cell who were allegedly plotting to blow up several landmarks and to storm Parliament
to kill the prime minister. At least three al Qaeda propaganda releases since 2002 have explicitly
threatened Canada and its oil industry. The Canadian Security Intelligence Service (CSIS) states
that there are more representatives of international terrorist organizations operating in Canada
than in any other country in the world, with the possible exception of the United States. Stating
that OCanada has individuals who support the use of violence to achieve political goals,0 CSIS
lists terrorist activities in Canada as including: Oplanning or helping to plan terrorist attacks in
Canada or abroad; providing a Canadian base for terrorist supporters; fundraising; lobbying
through front organizations; obtaining weapons and materials; and coercing and interfering with
immigrant communities.O It identibes the terrorist threat as Oa real threat to the safety and
security of CanadiansO and as its operational priority for the foreseeable future.

A much larger number of people seeking to enter the United States from Canada than from
Mexico have been prevented from doing so as a result of hits on the U.S. terrorist watchlist,
leading government ofPcials to maintain that the threat from violent extremists in Canada
outweighs the threat from Mexico. Terrorists have plotted in Canada against sites in the United
States and U.S. targets outside the country. In addition, several terrorists (albeit not the 9/11
terrorists, despite a popular misconception) have entered the United States from Canada. One of
the two men accused of planning an attack on a Danish newspaper that published cartoons
offensive to many Muslims is a Canadian citizen who lived legally in Chicago, where he
operated a travel agency and other businesses.

Cross-border organized crime including from the United States into CanadaNhuman trafbcking,
Prearms smuggling (in 2007, the Canada Border Services Agency [CBSA] seized 662 brearms at
the border), and transportation of illegal drugs and contrabandNremains a signiPcant problem.
The Canadian government reports high levels of cigarette trafbcking into its country from the
United States. lllegal cigarette sales are funding the activities of organized criminal groups.
Such fllicit activities fuel violence, undermine U.S. and Canadian law, deplete federal and
provincial tax revenues, and create unfair competition for legitimate Canadian businesses.

TodayOs Canada-U.S. Alliance

Since the 1930s, the United States and Canada have cooperated with each other to facilitate and
promote cross-border movement. There are approximately 140 border-crossing points along the
5,525-mile U.S.-Canada border, including 50 or so small country roads and paths through
uncleared forests and hundreds of unmanned roads and pat@€06, more than 30 million
Americans and Canadidis total of 70 million travelers and 35 million vehidiesrossed the

border.
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The Canada-U.S. Free Trade Agreement (CUSFTA) of 1989 and the subsequent North American
Free Trade Agreement (NAFTA) of 1994 have expanded cross-border commerce between the
United States and Canada, whichtie United StatesO largest trading partner. As is elsewhere
described, a nuclear alliance is brmly cemented in the North American Aerospace Defense
Command (NORAD), a binational command formalized in the NORAD Agreement and the
U.S.-Canada Basic Defense Document.

Somewhat contradictorily, although JTF-North collaborates with a variety of U.S.-Canada joint
working structures, the Northern Command (NORTHCOM) established in 2002 and its Joint
Task Force North (JTF-North) coordinate and manage military homeland security support to law-
enforcement authorities Ofor the interdiction of suspected transnational threats within and along
the approaches to the continental United States.O Operation Winter Freeze, for example, was a
three-month operation in 2005 that brought the Army and Air Guard together with JTF-North to
provide support to the Border Patrol in interdicting individuals seeking to enter the United States
illegally along a 295-mile segment of the U.S.-Canadian border.

Notwithstanding this unilateralist approach, elements of what could become a broader security
alliance have been instituted. The Canada-U.S. Civil Assistance Plan (CAP) of 2008 between
NORTHCOM and Canada Command is a framework that allows both militaries to support each
other during civil support operations responding to 3oods, forest bres, hurricanes, earthquakes,
and terrorist attacks. In December 2008, the two countries renewed the Emergency Management
Cooperation Agreement of 1986, continuing mutual assistance in providing supplies, equipment,
emergency personnel, and professional and expert support through integrated response and relief
efforts during cross-border emergency situations.

The U.S.-Canada Relationship with Regard to Securing the Movement of People

Despite our long history of cooperation and common interests, the primary instinct of the United
States after 9/11 was to tighten the common border. CanadaOs primary instinct was to take
independent steps deemed sufPciently reassuring to the United States to preserve the open cross-
border RBow of people and commerce. Since 9/11 the two countries have issued a string of
declarations, and agencies have individually entered into various memoranda of understanding,
but no full-Bedged mobility security or larger homeland security agreement has emerged that
compares with the existing military alliance. The latest increment of progress is a July 2009
Canada-US Action Plan for Critical Infrastructure which focuses on precluding and mitigating
threats emanating from beyond national borders, especially threats to shared infrastructure. This
is an important step toward a civil security alliance that more closely rel3ects the need for shared
responsibility, institutional development, and respect for national frameworks exemplibed in
NORAD.

As is illustrated by NORTHCOMOs Winter Freeze exercise, most major post-9/11 assessments,
decisions, programs, and expenditures involving securing the cross-border movement of people
have been unilateral. Canada and the United States have each taken myriad independent actions
to build security measures into their immigration, border, and related intelligence and law-
enforcement programs. In Canada these range from a major reform to prevent the exploitation of
its birth-certibcates, to the establishment of the Public Safety Canada ministry, upgrading its
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border technology, and enhancing infrastructure and emergency preparedness, among many other
changes. The United States made extensive changes from tightening the visa process and non-
visa travel program, adding the Electronic System of Travel Authorization (ESTA), establishing
the Department of Homeland Security (DHS), tripling the number of Border Patrol agents along
the U.S.-Canada border, and requiring U.S. and Canadian citizens to present identibcation
establishing citizenship status when entering the United States (the Western Hemisphere Travel
Initiative (WHTI)). Canada has announced a timeline to initiate its own Pngerprint program to
verify the identity of visa holders at ports of entry by 2013. Millions of dollars of economic
stimulus funding will be used to increase technology and improve infrastructure at ports of entry
along the U.S.-Canada border.

The Status of a Joint Strategy to Secure the Cross-Border Flow of People

Alongside these major, unilateral post-9/11 mobility-related security initiatives, the two countries
have made numerous efforts to work together. The brst of a series of joint declarations came on
December 12, 2001, when the two nations signed the U.S.-Canada Smart Border Declaration,
building on previous agreements such as the 1995 Shared Accord on Our Border, the 1997
Border Vision, the 1997 Cross-Border Crime Forum, and the 1999 Canada-U.S. Partnership
Process. The two countries also issued a Joint Statement on Cooperation on Border Security and
Regional Migration Issues in 2001. The two countries agreed to work together toward a more
joint approach to border security in a December 2008 agreement, resulting in the July 2009
announcement discussed above. This was preceded in May 2009 by a Can&aarike®ork

for the Movement of People and Goods across the border during and following an emergency.
Also in 2009, Canada, New Zealand, Australia, the United Kingdom, and the United States
entered into an agreement to share selected administrative information about travelers, including
biometric data.

Canada and the United States initiated three important joint mobility security programsNairport
preclearance, law-enforcement Integrated Border Enforcement Teams (IBETs), and the joint
registered-traveler program (NEXUS, at ports of entry)Nbefore 9/Uhder the U.S. airport
preclearance program, Customs and Border Patrol (CBP) ofbcers at select overseas airports and
ports conduct checks on travel documents, customs, and agricultural inspections for individuals
seeking to enter the United States. Precleared passengers arrive at a domestic terminal in the
United States and exit the airport without further immigration checks. IBETs cooperatively
investigate national-security risks, criminal smuggling of contraband and cash, human trafbcking
and smuggling, and immigration violations between ports of entry, although agents remain
attached to their own organizations. The NEXUS program allows registered travelers who have
been pre-vetted to use dedicated, fast-track lanes at air, land, and marine ports of entry.

In 2009, the two nations launched two binational law-enforcement programs: the Integrated
Maritime Security Operation (IMSO or Operation Shiprider) and the Border Enforcement
Security Team (BEST).The IMSO incorporates joint operations in the maritime environment
using cross-designation of USCG and Canadian ofbcials. Border Enforcement Security Teams
(BEST) use a strike-force concept and cross-designation to provide for law-enforcement
collaboration at ports of entry.
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In other mobility security arenas (intelligence sharing, threat and risk assessment, refugee
programs, visa-free travel policy, and identity management), the United States and Canada are
moving toward fully effective collaboration, but do not yet have an organizational partnership or
close policy congruity. A memorandum of understanding between the two countries to share
terrorist biographic information that predated 9/11 was updated aftervddrtheir summit in

May 2009, DHS and Public Safety Canada leaders committed to devejmipingpreat and risk
assessments, which would provide a foundation for deeper strategic integration on security
issues. The U.S.-Canada Safe Third Country Agreement of 2002 requires the two nations to
cooperate in managing the Bow of asylum seekers at common land-border crossings. While
migrants must apply for asylum in the country in which they brst arrive, Canada has a number of
exemptions to which the United States does not adhere. Canada and the United States have
waived visa requirements for citizens from different sets of countries, disagreeing over what
countriesO nationals can safely cross the perimeter of North America without a visa.

The two countries have not agreed on a standard method for establishing personal identity in
crossing the border, although both to some degree have supported borderland states and
provinces in developing mutually accepted Enhanced DriverOs License with radio frequency
identibcation (RFID) and citizenship information features for use at ports of entry. DHS and its
Canadian counterparts terminated negotiations over the concept of shared land port of entry
management in April 2007, after agreeing to provide Canada with a reciprocal preclearance area
in the United States and to allow CBP ofpcers to carry weapons at Fort Erie.

The Next Steps in Structuring a U.S.-Canada Mobility Security Alliance

In sum, the United States and Canada have been able to integrate command and control of their
common airspace and nuclear weapons, but have as yet been unable to integrate regulation of
cross-border movement. Agreements between the two countries have lacked the substantive
commitments and dedicated follow-up needed to ensure their success, and they have not been
rooted in a larger vision of a civil security alliance.

The post-9/11 policy discussion about U.S.-Canada mobility security relations began with the
premise B especially prevalent among the Canadian public B that the United States has a
terrorism problem and Canada does not. Security measures at the border and elsewhere have
been viewed as a U.S. need, and one that threatens CanadaOs vital economic interests. Numerous
academic policy analyses have dwelt on differences in political values and preferences between
the two nations, and have highlighted Canadian efforts to soften WashingtonOs hardening of the
border. Under this view, security initiatives came from Washington and mitigating initiatives
came from Ottawa. Canadian ofpcials have viewed many U.S. measures as providing more but
not better security, and as impairing trade.

Several factors make the time auspicious for a wholesale reexamination of mobility security
arrangements between the two countries. First, cabinet-level leaders in both countries have
agreed to meet every six months, creating a high-level forum for these discussions. Second,
DHS has completed work on its brst Quadrennial Homeland Security Review (QHSR), which
provides it with a Prmer conceptual footing for international cooperation. Third, DHS is
investing in border infrastructure on the northern border. It can either do so unilaterally or in
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cooperation with its closest ally. Fourth, the Canadian government has emphasized the
importance of intelligence-led border security policies to enhance legitimate cross-border trade.
Such policies would benebt signibcantly from closer coordination. Fifth, recent terrorism
prosecutions in Canada and its agreement to a joint risk and threat assessment with DHS may
create a signibcantly different environment for bilateral discussions.

Innovation should occur on three levels. The brst is continued incremental progress toward joint
border management. The new Action Plan for Critical Infrastructure provides a foundation for
future advances. The two countries should base their discussions on the explicit premise that
civil security must be driven by intelligence, surveillance, interdiction, and joint solutions. There
are obstacles to be overcome. For example, Canada does not have an equivalent to the U.S.
Border Patrol and therefore does not have human resdorogsgrate with the Border Patrol.

Most importantly, no true integration can occur without achieving a single, land preclearance
structure, which is currently off the table.

An intermediate and supporting step would be to make explicit that the United States will not
seek to replicate on the Canadian border its infrastructure and operations along the U.S.-Mexico
border, which include hundreds of miles of physical fencing and a commitment to a virtual fence.
SBInet, the massive surveillance technology system intended for the southern and northern
borders, is of questionable value. SBinet is intended to fuse input from three sources of
detection (radar, visual, and ground sensors), which are afbxed to large towers, in an attempt to
deliver a single communication to Border Patrol stations. SBlnet ultimately seeks to assess and
classify threats, to coordinate responses among law-enforcement personnel, and to monitor the
border. DOD has been trying to build a system similar to this one for combat purposes for
decades, but without success. Even if SBInet were feasible, it may not be the right approach for
U.S. borders, where distinctions between types of intruders matter greatly. DHS has repeatedly
delayed and modiPed deployment dates of SBInet technologies and DHS Secretary Janet
Napolitano has suspended and directed a reassessment of the entire program. Regardless of its
potential, SBInet does not make strategic sense on the northern border as a unilateral program.
Canada is the closest U.S. ally, and U.S.-Canada cross-border communities are highly integrated.
These circumstances call not only for a joint approach but also for less costly, more community-
friendly ways of managing risk.

The third arena for innovation is strategy. Over time, a statement of a larger vision ought to be
adopted. This would be based on a mutual understanding of the aims of what the United States
is calling Ohomeland securityO and what Canada has labeled Opublic safety.0 The phrase
Ohomeland securityO suggests that the focus of protection is the U.S. or Canadian homeland
territory as delimited by its borders. A new strategic vision would make clear that it is the
American or Canadian people, including as they choose to cross borders, who are the focus for
security. Thus, the overall context should dweil security or defense of the perspmot
homelandsecurity. The United States and Canada should explore the goals and substance of a
civil security alliance to protect U.S. and Canadian residents and citizens wherever they are.
Such a homeland or civil security framework, which would knit together the patchwork of
incremental agreements, would be complementary to the U.S.-Canada Basic Defense Document.
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Based on a shared understanding of civil security and the strategic environment, Canada and the
United States should continue to deepen the dialogue about securing the movement of people.
That mobility channels can be sites and vectors of attack, exploitation, and systemic collapse
makes securing human mobility one of the major operational goals of civil security, comparable
to securing cyberspace, Pnancial ows, and the energy supply. Under a basic civil security
framework agreement, there could be one or more specibc treaties and informal agreements
relating to mobility security. Key subjects include: threat and risk assessments; mutual legal
assistance and extradition; data security/privacy; preclearance; entry standards; and integrated
management of border security in between ports of entry. All of these are in various stages of
discussion, and all of them are the same issues that Canada and the United States must pursue
with other allies who must jointly secure global channels for the movement of people.

Mobility security should be treated like other high-priority security arrangements between the
United States and Canada, as a common challenge to be resolved in a manner consistent with the
two nationsO long-standing alliance. Viewed from the perspective of the existing NORAD and
Emergency Management Agreements, the failure to share the border security burden more
completely is difbPcult to understand.

A Diplomatic Solution for the Northwest Passage

By Commander James Kraska, JAGC, USN

Commander James Kraska holds the Howard S. Levie Chair of Operational Law and serves as a
faculty member of the International Law Department, U.S. Naval War College. He also is a
Senior Fellow at the Foreign Policy Research Institute and as a Guest Investigator at the Marine
Policy Center, Woods Hole Oceanographic Institution. He may be reached at
james.kraska@gmail.comThe views presented are those of the author and do not ref3ect the
ofbcial policy or position of the Department of Defense.

From a position of nearly absolute obscurity in past decades, the Arctic has emerged as an area of
enormous potential for energy development and possibly new transportation routes that could
transform global shipping. Climate change and melting ice in the Arctic, which is producing a
more verdant summer season, is combining with breakthrough technologies for operating in
extreme cold weather. These two factors are opening up the Arctic region to vessels from a
variety of nations. They come to conduct scientibc research, to bsh, to admire nature on board
eco-cruise ships, to test new transit routes, and to explore for oil. The U.S. Geologic Survey
estimates that 13 percent of the worldOs undiscovered oil reserves and 30 percent of the
undiscovered natural gas lies beneath the Arctic, with most of it beneath the seabed of the littoral
Arctic Ocean or along the Siberian periphery. At the same time, lengthier periods of ice-free seas
in North America, Europe, and Asia may make feasible routine transit through the Northwest
Passage and the Northern Sea Route. These changes are being embraced by Russia, which seeks
to leverage Arctic energy and transportation development to become a Northern superpower.
Canada, however, is much more reticent, concerned that its historic invulnerability along the
incomprehensibly desolate northern border will be shattered by a Rood of new vessel trafbc and
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foreign oil companies bent on despoiling the Arctic Ocean. OttawaOs greatest fear: the Northwest
Passage, which has seen fewer than one hundred complete surface transits during recorded
history, could become the OPanama Canal of the North.O

The Northwest Passage consists of a series of seven alternate shipping routes through the Arctic
Ocean and among the islands and territories of northern Canada, connecting the North Atlantic
and Labrador Sea in the east with Beaufort Sea and East Siberian Sea in the west. Most of these
waterways, which cut through CanadaOs northern islands, are amply wideNtens of kilometers in
widthNand deepNoften measuring hundreds of meters down to the seabed. The Northwest
Passage could dramatically alter global shipping patterns since the route shaves 4,000 miles
(6,400 km) off a trip between Shanghai and Hamburg, bypassing existing routes through the
Suez Canal or Panama Canal. The only obstacle to the Northwest Passage becoming a major
international waterway is the ice, which increasingly is disappearing for longer periods during
the summer months. But Canada claims sovereignty over not just the land territory of the
northern reaches of the North American continent, and numerous uninhabited offshore islands,
but also the entire surrounding Arctic Ocean as well.

Under the international law of the sea, all nations are entitled to claim territorial sovereignty over
the ocean water extending out to 12 nautical miles from the beach. In recent decades, Canada
has thrown this rule aside, and instead drawn an enormous closing line around the arc of North
America, claiming territorial sovereignty within a virtual triangle connecting the Atlantic and the
Pacibc via points in the Arctic Ocean below the North Pole. In exceptional cases, such as
Norway, such straight baselines may be drawn along a shoreline that is deeply indented or deeply
cut into, or if there is a fringe of islands hugging the cbdstien so, however, straight baselines

must fulbll two additional criteria: they must not depart to any appreciable extent from the
general direction of the coast, and the sea areas lying within the lines must be sufbciently closely
linked to the land domai#.

Ottawa also has suggested that the ocean area constitutes Ohistoric internal waters.O The United
Nations adopted an empirical test for such a claim, however, in order for a body of water to
qualify: (1) the claimant nation must exercise authority over the area; (2) there must have been
historical continuity of this exercise of authority; and, (3) foreign nations must have acquiesced

to the maritime claili. This three-part test makes historic claims notoriously difbcult to
maintain, and the Northwest Passage, which is up to nearly 100-miles wide in places, plainly
does not meet the test.It is particularly important to note that, within the context of the
Canadian Arctic, where straight baselines are established that have the effect of enclosing as
internal waters areas that had not previously been considered as such, the international

1 Article 7(1), United Nations Convention on the Law of the Sea, Dec. 10, 1982, UN Doc. A/CONF.62/122 (1982).
2 Article 7(1), Law of the Sea Convention.
3 Juridical Regime of Historic Waters, Including Historic Bays, U.N Doc A/CN.4/143 (1962) at 56.

4 Donat Pharand, The Arctic Waters and the Northwest Passage: A Final Revisit, 38 Ocean Dev. IntOl L. 3, 13.
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community retains the right of innocent passage through those wafEhst is, even if one
accepts CanadaOs claims for straight baselines or historic internal waters, international shipping
still has the right of innocent passage through the waters.

The routes through the Northwest Passage also meet the depbnition of a Ostrait used for
international navigation,O in which vessels and aircraft are entitled to the non-suspendable right
of transit passage. This means submarines can travel under the surface, aircraft can overf3y the
area, and ships and planes may use the route without the permission of, or prior notice to,
Canada. Waters within 12 nm of the coastline are still under Canadian sovereignty, but
superimposed on that sovereignty is the non-suspendable right of transit passage. Canadian laws
still apply, but only so long as they do not impede or impair transit through theé sBath the

United States and the European Community have rejected Canada®s Bisdims the climate
changes and the ice melts, however, Ottawa is doubling down. Canada is accelerating its
decades-old unilateral campaign to get beyond its Arctic isolation. By employing a full-court
press that consists of reasoned pleading for recognition of CanadaOs maritime claims, combined
with threats of enforcement, the Harper government has launched an aggressive campaign to
brand Canada as an Arctic power. Canada plans to construct ice-strengthened patrol vessels to
enforce unilateral regulations in the Northwest Passage. There is a risk that OttawaOs growing
assertiveness will prove off-putting to European states, the export-driven nations of China and
Japan, and the United States, with Washington having particular sensitivity toward any nation
purporting to impede freedom of the seas.

Amidst all of this, China bears close watching. China seeks to cash in its growing diplomatic
currency in order to inBuence and shape Arctic goverrfari®eijing has claimed an interest in

the Arctic because of its vast natural resources, which Oshould be available to all states to
exploit.® China believes it has the right to protect the Ocommon interest of the international
community in the Arctic oceansi© If China seeks to exercise the right all nations enjoy to
conduct unimpeded transit through the Northwest Passage, and Canada objects, it could give rise
to a conRict in the Arctic Ocean reminiscent of the 1970s-era OCod WarO between Iceland and the
United Kingdom, in which British Pshing vessels and naval vessels experienced numerous hair-
raising encounters with Icelandic law enforcement ships.

5 Article 8(2), Law of the Sea Convention.
6 Article 34(1), Law of the Sea Convention.
7 European Commission, British High Commission Note No. 90/86 of July 9, 1986.

8 Linda Jakobson, China Prepares for an Ice-free Arctic, SIPRI Insights on Peace and Security, 2010/2 (Stockholm
International Peace Research Institute, March 2010), at p.1.

9 Joelle Garrus, China Sets Sail for the Arctic, AFP, June 30, 2010.

10 public Radio International®s The World, Interview with Wang Hanling, 19 March 2010.
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So far, China has slowly but Prmly asserted its right to operate in the Arctic, while being wary
that ChinaOs size and status as a rising power could evoke concern among othéi nations.
Ofbcials in Beijing have been fairly cautious about formulating their views of ChinaOs interests
in the Arctic, yet pronouncements from semi-ofpcial Chinese scholars have made some fairly
bold claims about BeijingOs interests in the region. While ofbcially China walks lightly, there is

a bevy of Chinese analysts and commentators who, under the theory that the region constitutes a
resource for all mankind, have made rather sweeping declarations about the nationOs right to
participate as a full partner in the region. Already, China operates the worldOs largest non-nuclear
icebreaker, the 21,000-tofue Long(Snow Dragoh The nation is also one of world leaders in

polar researck? In 2009, the Chinese Arctic and Antarctic Administration (CAA) completed a
two-year research project titled, OArctic Issues Research,O which involved scholars and ofPcials
from throughout the country. Among the ten research topics were: Arctic resources and their
exploitation, Arctic transportation, Arctic law, Arctic politics and diplomacy, military factors in

the Arctic, ChinaOs strategic position in the Arctic, and ChinaOs Arctic policy and
recommendations. The reports have not been released to thelpublic.

The most thorough analysis of ChinaOs likely future course in the Arctic was conducted by the
Stockholm International Peace Research Institute. The study concludes, OThe notion that China
has rights in the Arctic can be expected to be repeated in articles by Chinese academics and in
comments by Chinese ofpcials until it gradually begins to be perceived as an accepted state of
affairs.O This is exactly how China has approached asserting its maritime rights in the past, such
as in the South China Sea. First, carefully calibrated trial balloons are released to lay the
groundwork and wrap the issue in a sense of Chinese identity. Second, as Beijing becomes more
assertive and other nations begin to resist its encroachments, the issue becomes mixed up in
Chinese nationalism, the rights inherent in the weight of Oone-pfth of the worldOs populationO
and yet another example of how some countries continue to try to Okeep China down.O

Like China, Canada has adopted the same tack, repeatedly declaring that immense swaths of the
Arctic Ocean are Canadian Ointernal waters.O The potential for disagreement is attenuated only
by the time required for the melting ice to open previously ice-locked waterways. In such a case,
nations in Europe and Asia surely will seek to exercise high seas freedoms throughout the North
American Arctic. There is the prospect of crisis, but more importantly, there is ample time for
Canada to further develop its approach to the Northwest Passage. Many believe that having
walked to the edge of the precipice, it is politically impossible for Canada to now walk backNit
might be suggested that no government in Canada could survive Ogiving awayO Canadian
sovereignty over the Northwest Passage. It is prudent to set aside the emotional issue of
sovereignty, however, which is irrevocably lost in the mythos of CanadaOs Arctic identity.
Instead, there are several practical solutions.

11 Jakobson, at p.2.
12K, J. Spears, China and the Arctic: the awakening snow dr&iama Brief vol. 9, no. 6 (18 Mar. 2009).

13 Jakobson, at p.5.
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First, an international strait can be recognized even through internal waters. The Bosporus and
Dardanelles Straits separating Turkey and the Strait of Magellan slicing through southern Chile
both cut through internal waters of those two countries. Whether the Northwest Passage
constitutes internal Canadian waters is immaterial to whether it also constitutes an international
strait open to vessel trafbc from all nations.

Second, under the Law of the Sea Convention article 8(2), we may recall that in areas of ocean
that were not closed off by straight baselines, but then become so, the international community
still retains a right of non-suspendable innocent passage through those areas. Regardless of
whether CanadaOs straight baselines are lawful, ships of all nations still have a right to transit the
area.

Third, it becomes clear, then, that the best recourse is for Canada to seek international
recognition and acceptance of some variation of its rules and regulations for transiting the areal
effectively obtaining Obuy inO from the international community and avoiding the prospect of
later conf3ict. The International Maritime Organization (IMO) is the institution established by

the United Nations to consider and adopt such proposals. Sitting on the banks of the River
Thames at the Lambeth Bridge in London, the IMO has proven to be an apolitical and effective
technical organization with a long track record of developing consensus and fashioning
agreement among its 167 stateOs parties. By seeking IMO assistance and member state
consensus, Ottawa would open the door to widespread international support for appropriate
national measures to protect the Arctic ecosystem, ensure Canadian security and sovereignty, and
promote safe navigation through designated shipping routes. Doing so would achieve a major
diplomatic success for Ottawa, taking off the table the issue that is becoming CanadaOs greatest
foreign policy albatross.

CanadaOs Sovereignty and the Northwest Passage

By Richard E. Friedman

Richard E. Friedman is President of the National Strategy Forum and Publisher of the National
Strategy Forum Review. He is also a Counselor to the American Bar Association Standing
Committee on Law and National Security.

Canada claims that the waters of the Canada Arctic Archipelago are internal waters. In August
1985 a westerly crossing of the Northwest Passage (NWP) was made by a U.S. Coast Guard
icebreaker. Canada advised the U.S. that the waters of the Arctic Archipelago, which include
several routes through the NWP, are CanadaOs internal waters. The U.S. position and that of
many states is the contention that the NWP is an international strait.

Canada asserts two legal bases in support of its claim: the drawing of straight baselines that

debne the dimension of the area over which Canada claims sovereignty and historic title to the
disputed area.
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The rationale for the formulation of international law was the consequence of the voyages of
discovery of Columbus, Magellan, and Vasco de Gama, which resulted in the awakening of
cartographic knowledge of the breadth of earthOs waterways, sea travel opportunities, and
disputes over littorals, bays, and sea routes based on sovereignty.

An objective review of the applicable principles of international maritime law is needed to
debne, but not to judge, CanadaOs claims. The concept of historic waters title is the basis for the
claim of internal waters which emerged in the nineteenth century regarding NorwayOs fjords.
Canada as a claimant state has the difbcult burden of proof to support its historic title argument.
Although Canada has launched many expeditions to the Arctic to consolidate its land title, the
objective was restricted to the land rather than the water title.

In 1985 Canada asserted its claim that all waters among its Arctic islands were internal waters.
To establish its claim, straight baselines from these islands were drawn: OCanada is determined
to exercise full sovereignty over the historic internal waters of the Arctic Archipelago.O The U.S.
and the Member States of the European Community position is that member states cannot
recognize the validity of historic title as justibcation for the baselines drawn by Canada.

In the event that, after vigorous pursuit of an afbrmative adjudication of its right, it is determined
that the NWP is an international waterway, Canada has a strong fallback position based on
passagethrough the NWP. This is conditioned on whether it is a strait for international
navigation. The NWP is transit bounded by the Atlantic and Pacibc oceans. The consequence of
a OstraitO is whether passage can be prohibited in time of peace. Two criteria must be met: the
use of the strait (for transit purposes) and geography. The latter criterion is met because it links
two seas.

Canada opposes the doctrine of Oright of innocent passageO which vitiates conditions such as
prior approval of transit. Notwithstanding the objective of transit between the two seas, Canada
claims that the landlocked waters between the two seas are its internal waters.

The recent shrinking of the icepack and likelihood that more thinning and partial disappearance
of ice may occur in the future suggests that this will result in a substantial increase of transit
(passage of foreign commercial ships). Canada could regulate pollution, Pshing, and loading
and unloading, but it would have a lesser degree of power to enforce its regulations.

Apart from domestic political opposition based on nationalism, Canada must decide whether it is
in its best interest to block or control foreign shipping through the NWP. Its objectives would be:
to protect the Arctic environment and the Inuit inhabitants of the region.

Canada asserts that the waters of the NWP are wholly internal waters and that the unconditional
innocent right of passage of foreign ships is legally impermissible. In the event that, after
adjudication, this contention is not supported, Canada as the major stakeholder in the
circumpolar region could use its considerable diplomatic skill to organize and lead a consortium
of states for the protection of the Arctic.
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Section 2: NSF Insider Views

Affordability and National Security

By Richard E. Friedman

Richard E. Friedman is President of the National Strategy Forum and Publisher of the National
Strategy Forum Review. He is also a Counselor to the American Bar Association Standing
Committee on Law and National Security.

Introduction

This article advances two propositions: one, that the U.S. is living beyond its means; and, two,
that there is a novel way to partially restore Pscal balance by imposing the doctrine of
OaffordabilityO on U.S. national security strategy.

This quixotic proposal is that affordability is paramount, and that policy is subordinate to
affordability. For example, when policymakers analyze a major national security undertaking,
such as a OdiscretionaryO war (non-defensive, such as Iraq and Afghanistan), they must
determine the estimated cost of combat and post-combat operations. The more difPcult task
would be for the president and Congress to allocate an amount of money for national security
that would be divided among the sixteen federal national security agencies, including the
Department of Defense, which has the largest share of the national security/defense budget.

This concept is quixotic because of the enshrined constraints that prevent rational budgeting, and
the complex Department of Defense (DoD) budget process which are discussed below. Secretary
Gates has recently ordered DoD to bnd $7 billion in spending cuts and efbciencies for FY2012,
growing to $37 billion annually by FY2016. This is a laudable effort that addresses waste and
inefbciency, including other money saving projects which are aimed at reducing administrative
overhead.

Policymakers measure and respond to risk in a complex global environment. They make
decisions without a clear understanding of the risks and the consequences that are involved in
their decisions. Thus, it is difbcult to estimate the expense involved. Policymakers do not pose
the question, OWhat will be the Pnancial expense of national security and military operations?0

The Problem
National security is the primary objective of foreign policy. It involves the recognition of risks

that arise from those who seek to harm the U.S., self-inBicted harm, wrong decisions, and natural
disasters.
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National security requires calculations of acceptable risk B a recognition that risk cannot be
reduced to zero. It also involves the probability of failure and its consequences. Even if inpnite
resources were available for national security purposes, unforeseen catastrophic events, both acts
of terrorism and natural disasters, would occur. Because national resources are Pnite and
affordability is imperative, the budget process must address both risk and affordability.

In recent years, budgeting has become skewed. The policy objective is paramount and, in most
instances, immutable. The budget is not constrained by the drag of affordability; only policy
objectives matter. The greater risk is the huge U.S. national budget that is enlarged by
expensive, speculative national security threats. Fundamentally, this is the policy dilemma.

Budgeting Details

National security is one of several major powers granted to Congress by the Constitution, which
includes provisions to provide for the common defense. There are sixteen federal agencies with
national security missions, the largest of which is the DoD. National security functions receive
approximately twenty percent of U.S. budget outlays.

The recent European budget crisis and the pernicious U.S. budget debcit suggest that the U.S. is
living beyond its means. In the good old days of unbridled government spending and the
pre-2007 stock market decline, there was a widely held belief among policymakers and the
general public that our resources were inbnite. Today, resources are bnite and the budget debcit
solution will be based on increased revenue and reduced expenditures, including less money to
be allocated for national security-related missions.

One issue ishow to reduce national security expenses without jeopardizing U.S. national
security The Clinton administration severely cut back national security expenditures in 1995,
based on the Opeace dividendO that was expected to be derived from the demise of the Soviet
Union. This was well-intentioned and rational at the time, but it was counterproductive because

it adversely affected the vitality of the national security community that was unprepared to cope
with the consequences of the 9/11/01 attacks.

National security policy is made without due regard for resources that are needed to implement
policy. The doctrine of Oguns and butterO economy as a constraint was ignored when
commitments were made to launch the Afghanistan and Iraq wars and to provide for the post-
combat phase. In 2003, prior to the invasion of Iragq, DoD Secretary Rumsfeld estimated that the
expense could be as little at $50 to $60 billion; he called higher estimates closer to $300 billion
"baloney." The current estimates of the total costs are over $1 trillion (with some estimates as
high as $3 trillion when including intangibles and post-combat costs), with additional major
expenditures for at least the next two or three years. The combined expense of the sixteen
national security agencies in FY09 was $750 billion which is 80 percent more than FYOL.
Money should not smother U.S. national security policy and implementation; nor should national
security policy be based on limitless funding.

A second issue iBow to provide for an effective common defen$he objective should be to
substantially reduce national security expenditures; make the national security funds that are
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expended cost-effective; and be willing to spend more, if necessary, provided that it is cost-
effective and conforms to the principle of affordability.

The Budget Process

National security functions and missions compete for funds with domestic social service
programs. Both are limited by mandatory, non-discretionary funding commitments.

The federal government budget is huge and incredibly complex. It is also nearly dysfunctional.
Budget decisions and the budget process are supposed to be premised on rationality. Yet, it is
subverted by lack of a clear U.S. national security strategy which is constrained by the budget
process itself, national politics, bureaucratic parochialism, and the leverage exercised by national
security-related corporate lobbyists. The budget process works reasonably well, in spite of its
debciency, because more money is spent than is needed.

The ideal national security budget process has the following components:

1. An ongoing, clearly articulated U.S. national security strategy that provides the
framework that addresses and prioritizes major domestic and international events which
require vigorous response.

2. A comprehensive tactical plan to implement U.S. strategy involving budgetary
coordination among all national security agencies.

3. Executive (White House) estimates of national security event response and supervisory
control of national security agenciesO budgets, coordinated among the National Security
Council (NSC) and the Ofpce of Management and Budget (OMB) functions. This
includes prioritization and ranking of known, anticipated, and unforeseen events; and
allocation of funds for catastrophic incidents are required.

4. National security agencies responsible for event response allocating appropriate resources
in their internal budget.

5. White House requests to Congress for funding the national security agencies for their
operation and catastrophic incident response.

6. Congressional hearings resulting in draft legislation and appropriation Bills that either
support or modify the White House funding request.

However, democracy is a messy businessNand national security budgeting is democracy at its
messiest and least efbcient. George WashingtonOs farewell regarding political parties addresses
part of the budgeting problem:

All obstructions to the execution of the laws, all combinations and associations,

under whatever plausible character, with the real design to direct, control,
counteract, or awe the regular deliberation and action of the constituted
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authorities, are destructive to this fundamental principle, and of fatal tendency.
They serve to organize factions, to give it an artibcial and extraordinary force; to
put, in place of the delegated will of the nation, the will of a party, often a small
but artful and enterprising minority of the community; and according to the
alternate triumphs of different parties, to make the public administration the
mirror of the ill-concerted and incongruous projects of faction, rather than the
organ of consistent and wholesome plans digested by common counsels and
modibed by mutual interests.

The political dimension of national security policy is dominant, but it is rarely evident or
factored into the budget planning process. Politics is the arena where national security policy is
made. Congressional committees and agency parochialism, and bureaucratic interests are
interdependent and are a major component of the budget process. The budget process is
expected to be rational and supported by quantipable data and logic. However, redundancy and
prof3igacy, magnibped by turf protection, frequently occubs. reality, the national security
budget process is subordinate to the political process.

Policy is illusory without adequate resources. When the U.S. invaded Afghanistan and Iraq,
although the DoD and policymakers did not know the intensity, duration, and manpower and
equipment required for combat and combat support operations, and the post-combat scope and
responsibility, it was assumed that there would be sufbcient funds available to pay for the overall
mission. Of course, the open honeypot assumption was correctly based on reliance on a
supplementary/emergency appropriation. But at what cost to the U.S. economy?

Funds for national security policy objectives are planned and allocated through the budget
process, which is part of the political process. The (simpliped) budget sequence is:

Gather the facts.

DePne the objective.

Develop a clear, overall strategy.

Allocate the tools available for tactical implementation.

roNE

This sequential national security budget process is frequently appended after the fact to policy
decisions that are already made or for action that is already taken.

The three budget players dre:

1. The President and the White House staff, including Senior executive branch ofpcials who
represent their respective national security agencies.

2. Congress, including national security-related congressional committees and their staff.

3. Interest Groups and the Lobbyists representing defense-related corporations, trade
associations, unions, and interest groups.

1The general public are not players in the budget process.

Summer 2010 Volume 19, Issue 3 ! www.nationalstrategy.com



http://www.nationalstrategy.com
http://www.nationalstrategy.com

38

The irrationality of the budget process is demonstrated by two examples. First, it is commonly
agreed upon that nuclear proliferation is a primary threat to U.S. national security. The
prevention of unauthorized acquisition of nuclear pPssile material by bad guys is a paramount
objective, yet only approximately .01 percent of the national security budget is allocated to this
objective.

If a budget estimate is wide of the mark, not to worry, because a supplementary budget
appropriation is usually available to make up the shortfall. A supplementary budget Bill usually
passes with limited scrutiny. In the FY 01-FY 09 period, nine successive emergency national
security-related budged requests B supplementary budgets B were passed totaling $864 billion.

Second, the federal budget is the responsibility of the president. It is the primary tool for shaping

the international and domestic policy agenda. The budget must be negotiated with Congress,
which has the power of the purse. The president must coordinate the individual budgets of all

national security agencies. However, the president is reactive to each national security agency
budget without reference to overall national security strategy and comprehensive implementation

of policy decisions.

The budget process cycle is rigid and is not adaptive to the intrusion of unforeseen events that
occur in mid-cycle, such as 9/11, Haiti, and the British Petroleum Gulf of Mexico oil spill
disaster. Another example is the Iraq war and a failure to anticipate and budget for post-combat
operations.

There is no unibed approach to congressional budgeting for national security. It is spread among
House and Senate national-security related committees. The members of these committees have
self-loyalties that ensure that national security money is spent in their home districts.
Congressional etiquette is that no member is expected to reduce national security spending in his
own district. Moreover, one does not cut national security pet project funding for other
committee members.

Congress is the dominant player in the national security budget process because of its power of
the purse. It uses this power to engage the presidentOs policy and priorities for national security
funding. Understanding the national security budget process requires abandoning rationality. It
requires recognition of the primary role of political and congressional proclivities.

The safety valve for the debciencies of the budget process sippéementary budgetAn
OemergencyO appropriation avoids budget scrutiny; there is a lack of transparency; it skews
future federal budget projections; and it avoids spending caps and contributes to the national
budget debcit.

For nine successive years, the wars in Iraqg and Afghanistan have received supplementary
appropriations totaling $944 billion (FY2009). The bgure reaches $1.08 trillion when including
the FY2010 supplemental appropriations ($748 billion for Irag, $300 billion for Afghanistan, $29
billion for enhanced security, and $5 billion that cannot be allocated). The upside is that more
realistic funding for Afghanistan and post-combat operations in Iraq are in the DoD
appropriations for FY10.
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The national security budget is difpcult to analyze because of its quirky procedures. The
Department of Homeland Security (DHS) has responsibility to respond to acts of terrorism and
natural disasters. Yet, only one-half of its funding is in the DHS budget; the balance of funding
for their activities is divided among many other agenciesO budgets. This prevents Congress from
placing its homeland security priorities in one place.

Members of Congress rely on their staffs for budget guidance. The bureaucrats have expertise
and provide continuity for congressional decision making. However, this entrenched culture has
an interest in preserving the status quo. Their vocal opposition to diminished funding for their
respective agencies is usually effective. The result is that the budget does not adapt to new
challenges and priorities.

Lobbyists for defense and national security-related corporations that provide goods and services
are nimble, well informed, and persuasive. Many of these lobbyists have served as congressional
staffers or are former high-ranking military ofbcers. They are experts in their belds and they
maintain personal contacts with key budget players in their former agencies. Their expert input
is important for the national security budget, but they tend to exercise undue inf3uence.

President Eisenhower warned the country to beware of the military-industrial complex.
Corporations that provide homeland security/defense equipment, supplies, and services should
not be viliped. In times of conflict, they are called upon for their innovation and surge capacity.
In times of peace, they must rapidly retrench and maintain their production line capacity. They
are critical to national security and deserve fair compensation. The issue is how Congressional
oversight can maintain the appropriate balance and avoid confict of interest when defense
contractors award business to their subcontractors who are deliberately located in key
Congressional districts, to gain Congressional support.

Recently, in aVashington Posseries of articles, the magnitude of national security intelligence
gathering was disclosed. There are sixteen U.S. government national security related agencies
with approximately 100,000 intelligence professionals, not including private contractors engaged
for intelligence gathering tasks.

Although non-disclosure of the overall intelligence budget and its components is appropriate

because it may deny enemies vital information, the very large intelligence budget should be

subjected to the same budget scrutiny as other U.S. agencies, subject to national security
concerns.

CIA Director Leon Panetta is developing a bPve-year plan for his agency noting that levels of
spending since 9/11 are not sustainable. "Particularly with these debcits, we're going to hit the
wall. | want to be prepared for that,” he said. "Frankly, | think that everyone in intelligence
should be doing that." However, the intelligence community culture appears to be, "if it's worth
doing, it's probably worth overdoing."

The concept of "affordability” and "reverse budgeting" applies to defense and intelligence
communities and domestic social agencies alike.
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Conclusion

The DoD budget is a major portion of the U.S. national budget. It is the most complex of all the
national security agencies. It is shaped by external forces and by politics and internal pressures.
The DoD budget appears to be straightforward: what weapons systems are needed, and how
many units are required; what equipment needs retrobtting and replacement from duty in Iraq
and Afghanistan; what is the size of the military force and what are the personnel costs and
retirement payment expenses?

The DoD budget problem arises because it should Row from U.S. national security strategy
which tends to be unfocused, ad hoc, and tactical, rather than strategic.

There is a disconnect between imprecise or absent national security strategy and the military
budget. There is very little understanding of the future expense of policy choices that will be
incurred, many of which will require rapid and urgent military response. In this context, policy
choices are made without an adequate strategic architecture that neither recognizes nor
understands the true cost of policy choices.

The key principle is that affordability should be paramount and that policy choices are
subordinate. The only exception is when emergency actions must be taken. The tests are: what
is affordable; and what other funding priorities must be reduced to compensate for the urgent
priority?

Now comes subtlety and guile. Imposing a budget limit on the Department of Defense may be a
good idea, but it is not a great idea. Even great ideas are lost or ignored in the morass of politics,
bureaucracy, and calculated delay and neglect. The target of this idea is not DoD because they
are the hapless implementers of frequently Rawed policies that lack the rigors of critical thinking
and common sense. Before a major policy is undertaken--whether it be war or healthcare
reform- the policymakers should be required to make their case. "Affordability” should re-enter
the lexicon of policymaking.

The common cause political issue of 2010 appears to be budget debcit reduction. The phrase
means different things to different groups. The common cause of bscal and budget responsibility
is ephemeral because at this point in time there is"no discernible strategy to achieve this
objective. There is widespread support for a national strategy--national and personal safety and
security. The genius, if any, of the national security "affordability” idea is this: by imposing
pscal discipline on what has been regarded as an inPnite source of funds, it will be much easier
to impose a stringent affordability criterion on domestic spending and, ultimately, addressing
previously untouchable non-discretionary commitments.
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Book Review: Skating on Stilts by Stewart Baker

By Richard E. Friedman

Richard E. Friedman is President of the National Strategy Forum and Publisher of the National
Strategy Forum Review. He is also a Counselor to the American Bar Association Standing
Committee on Law and National Security.

Stewart Baker, the author of the outstanding b&Kating on Stiltsis a member of a small

group of gifted lawyers who serve America and the private sector with great distinction.
Typically, they are in high echelon government service for several years, return to their private
practice, and often answer the call to public service again. Stewart Baker has specialized in
electronic communication law: he was General Counsel of NSA, and he became the brst person
to serve as Assistant Secretary for Policy of the U.S. Department of Homeland Security (DHS)
shortly after Secretary Michael Chertoff took ofPce. The relatively new DHS had been cobbled
together from many national security agencies by the brst DHS Secretary, Tom Ridge.

Mr. Baker was assigned to identify, conceptualize, negotiate, and resolve a daunting array of
problems that are detailed in this book:

* Airline travel security

* Port Security

* Data Collection

* Cybersecurity

* Visa Waivers

* Bioterrorism

* Financial Transaction Security

This book is a must-read for Americans who want to be informed about our national security and
their personal safety. Some books rely upon tedious detail; however, the detail in Mr. Baker's
book provides the necessary background for a sweeping panoramic view of several important
aspects of U.S. national security.

The author identibes friends and foes of U.S. national security who are neither al Qaeda nor
Taliban. The surprising adversaries are the ACLU and the privacy lobby, the European
Commission, Congress and its staff bureaucracy, and, frequently, the turf-centric national
security agencies, including the NSA, NSC, FBI, DOD, CIA, and trade-oriented U.S.
commercial agencies. The media, in Mr. Baker's view, are frequently neither honest brokers nor
purveyors of accurate information regarding national security matters.

Information technology developed rapidly in the early 1970s and changed the way America
handled its national security business. The number of transistors that can be placed on a
computer chip cheaply doubles every 18 to 24 months. Shortly after 9/11, the American public
became aware of the need to "connect the dots" that might have prevented the 9/11 terrorist
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attacks. The security gaps have been chronic since the 1970s and U.S. information security
remains far behind the power curve as we grapple with cybersecurity today.

By law, since 1947 there has been a wall between foreign intelligence and domestic intelligence
gathering for criminal prosecutions. The CIA and FBI were prevented from sharing information.
The consequence was that known terrorists could plan and exchange information and avoid
government interference even though government national security agencies had undigested,
relevant information in their possession.

The American civil liberties establishment has been hugely successful in their privacy campaign
b the equivalent of the success of the gun lobby. The issue is whether civil liberties and privacy
concerns are real or hypothetical, and how they enhance or impede government national security
undertakings. Mr. Baker's view is that the civil liberties establishment, supported by an
uncritical media, has successfully opposed new security measures based upon their belief that
they are an intrusion on civil liberties, although many of these concerns have been demonstrated
to be hypothetical or erroneous.

Congress, backed by President Bush II's initiative to tear down the intelligence and criminal
investigation gathering wall, passed three laws that require sharing of terrorist data among the
intelligence and law enforcement community. As this wall crumbled, another wall was erected
by the European Commission.

For many years, the U.S. had collected trans-Atlantic passenger information data. In 1995, the
European Commission (E.C.) acted to prevent data from being transferred to the U.S., because it
deemed U.S. data protection to be inadequate. Because of the international scope of the
problem, the E.C. gained allies at the NSC and DOS. The DHS position was that the European
privacy concerns had constrained the ability of counterterrorism ofpcials to prevent acts of
terrorism.

The detailed narrative of Mr. Baker's negotiations with the E.C. and recalcitrant U.S. agencies is
fascinating. Hurrah for DHS and Mr. Baker as he takes the reader step by step through the
tedious and intriguing negotiation process that resulted in the E.C.'s abject surrender. The very
tough and nuanced negotiating position exposed unsupported privacy concerns.

A large hole in U.S. security was the Visa Waiver Program (VWP), which allowed European
travelers, for example, to board airplanes without any data scrutiny regarding their possible
terrorist afpbliation until the airplane landed in the U.S. Richard Reid, the convicted "shoe
bomber," used this opportunity to board a trans-Atlantic Right undetected. A new security plan
was required. The objective was to bPnd out who was coming to the U.S. and who should not be
allowed to come. Each round of negotiation resulted in the E.C. retreating and raising additional
points. Another adversary arose: the U.S. Department of Justice agreed to share data with other
countries, but wanted to prevent DHS from doing the same because of turf jealousy. After many
rounds of negotiation, the DHS was able to use advanced technology to screen an average of
400,000 arrivals each week.
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The Christmas Day 2009 "underwear" Nigerian bomber demonstrates the gaps in deterring acts
of terrorism. British MI5 had information about the "underwear bomber,” but they did not share
this with DHS because he was deemed to be a radical, rather than a potential terrorist. His father
expressed his concern to U.S. Consular ofbcials and CIA ofbcers without avail.

Mr. Baker identibes additional and immediate future trends such as bioterrorism, international
wire transfers, and bPnancial network intrusion, and how available contemporary technology can
be rapidly adapted and used by computer hackers, including computer-savvy terrorists.
However, his principal nemesis is the U.S. privacy and civil liberties establishment which has
gained and retained the upper hand over DHS security-related data collection projects.

Mr. Baker provides cogent and important reasons to collect and collate data for widely differing
purposes so that patterns of terrorists and terrorism emerge. His counter to reasonable privacy
concerns is the use of government-enforced electronic sanctions to prevent inappropriate access
to data and to verify accountability. The concluding two chapters of the book are an elegant and
persuasive argument regarding "what's wrong with privacy?" This essay, which is grounded on
the author's unique experience, critical analysis, common sense, and balanced discernment of the
American Ethos, provides a basis for informed discussion that could result in melding legitimate
civil liberties concerns with the data collection component of national security.

Towards an Economic Warfare Strategy Against Iran

Special Report by the American Foreign Policy Council

For many years, the American Foreign Policy Council Task Force has tracked and reported on
IranOs movement towards acquisition of a nuclear weapon, its internal politics, external
diplomacy, opposition movement, and economy. The periodic reports provide a comprehensive
and balanced assessment of IranOs objectives and the counteraction contemplated by states that
would be adversely affected by IranOs emergence as a nuclear armed regional power.

The U.S. dilemma is that it has considered, but not effectively launched, an available range of
options that might result in inducing Iran to reassess and jettison its nuclear weapon objective
and program.

llan Berman, Task Force coordinator, and colleagues have prepared a current (June 2010) report
titted Qoward an Economic Warfare Strategy Against I€an Successful economic warfare
would vitiate kinetic warfare.

The National Strategy Forum highly recommends this report to our readers. The report makes a
persuasive case for a U.S. comprehensive strategy and tactics based on the following
components:

* Oil and natural gas resources and interdiction
* Regional pipeline politics
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* Access to Pnancial services

* Domestic and international trade

* Divestment of foreign capital investment
* Export controls

The report can be found on the American Foreign Policy Council wehsite.&fpc.org, or by
directly downloading the PDF Ple at the linére
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